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Path Quality Monitoring ...

Routers need tools to measure packet loss and delay.
 Performance routing protocols
« Enforcing contracts - Service Level Agreements (SLAS)



... in the Presence of Adversaries

4 o )
Knows monitoring protocol

Add / drop / modify / reorder packets

9 Wants to bias Alice’s measurements y

Today’s approaches cannot withstand active attack
(ping, traceroute, active probing, marked diagnostic packets)




... in the Presence of Adversaries

~

Knows monitoring protocol
Add / drop / modify / reorder packets

9 Wants to hias Alice’s measurements y

Today’s approaches cannot withstand active attack
(ping, traceroute, active probing, marked diagnostic packets)

We want efficient protocols for high-speed routers

 Extremely limited storage, computation, communication
 No marking or encryption of existing traffic
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Path Quality Monitoring : Setting (1)
Benign case
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Alarm / No Alarm

Drop < 0.5%
Reorder < R

In each interval, with prob 1- & = 99%:
 No Alarm if <0.5% packets are dropped in the benign case
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Path Quality Monitoring : Setting (2)

dy...d'r[ld,.

Malicious case

Drop / Add / Modify }

=

\L Alarm / No Alarm

Delay / Reorder

In each interval, with prob 1- & = 99%:
 No Alarm if <0.5% packets are dropped in the benign case

e Alarm If > 1% packets do not arrive correctly at Bob,
regardless of Eve’s actions




Packet Loss & Modification : Protocol

key k , [ s key k , [
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Alolo--2|1|o|1|o|3- Iolol.-1|1|o|-1|o.&|B
PRF each packet f (d) = index PRF each packet f (d) = index
Update sketch Afindex] +=1 Update sketch Bl[index] +=1

Send authenticated (MAC’d) sketch

Take difference sketch X = A-B
(L MAC and send
Decide btwn > 1% and < 0.5% loss:

o Compute the £2-norm inz
e Raise an alarm iff norm > 0.66%

Refresh hash key & Repeat Refresh hash key & Repeat
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Delay : Accumulating Timestamps
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Benign case

o [1dy e dr ] ... d

> ,
0w = &
(dy, ty) (dy, 14)
(d,, t,) Drop < aT } (d,, T,)
Reorder <yT
(dr, t;) (dr, T7)

1
Average delay = ?(Z t - Z Tij

Need to store T packets and timestamps. ®
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Delay : Accumulating Timestamps

Benign case

o [1dy e dr ] ... d

d,...

(=<

&=

Drop < aT
Zi: L Reorder < VT} Z.: T

Bob

1
Average delay = ?(Z t - Z Tij

Can store only 1 timestamp! ©

Bottom line: This trick works only if Alice &
Bob agree on the same set of packets.

What happens if d; is dropped / reordered?
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Delay : Robust Lossy Difference Aggregator

key k , [ s key k , [

R

\ /U Bob

o]o 2li]ola]o]s CAcounteI‘S _111030
|z22] 152 325|213 212 | 123 | 212 | 341 - < | 213 3142 123|212]341] o
a34 | des ada] it |a3b| bbf | aas|a30 AA tImEStamp a34 | des 3da] fif 1fd bbf Jaas|asp] o
_accumulators
PRF each packet f,(d;) = index "H, incremental
Update C,[index] +=1 _ collision resistant hashs

A,findex] +=t,
H,[index] *= h(d,)



g Delay : Robust Lossy Difference Aggregator
key k, [ key k , [

W\“ /‘@—u/ Bob

2l1]Joj1}jo]s o] o 2[: L iJo]z]o

152 325|213 | 212 123|212 | 341 122|152 325213142 123]212]341] o0
—_ | === e

a34]de3 3d4] fff |a3b| bbf | aa3|a3b a34 | de3 3da] fff 1fd bbf Jaa3|asb| o

PRF each packet f,(d;) = index PRF each packet f,(d;) = index
Update C,[index] +=1 Update Cg[index] +=1
A,[index] +=t Ag[index] +=T;
H,[index] *= h(d,) Hg[index] *= h(d,)
[interval end: A,, H,, C,] /

[Report: ... ]M




g Delay : Robust Lossy Difference Aggregator

key k , [ i@ key k , [
m\;‘>~ Bob

oo 2li]ofa]o]s oo > 1 TJofs]o
122|152 325]| 213] 212 | 123 212 341 22| 152 325 213 142 23] 212 | 341] o
a34 | de3 3d4 | fit |a3b| bbf Jaa3 |a3b a34 | de3 3d4| fit 1fd bbf Jaa3]a3b] o0
PRF each packet f,(d;) = index PRF each packet f,(d;) = index
Update C,[index] +=1 Update Cg[index] +=1
A,[index] +=t Ag[index] +=T;
H, [index] *= h(d,) H [index] *= h(d.)

[interval

For every index s.t. Hj[index]= Hg[index] take

A,[index] - Ag[index]

Avg Delay =
va belay C,[index]




